
 
  

  

 

 
 
 
 

 

  
 

 
  

  
   

 
 
 

   
   

     
 

 
 

 

 
 

  
 

  

 
  

 

 
 

   

HEALTH ADVISORY  

Frequently Asked Questions 
About  Medical Device 

Cybersecurity   

Are there documented cases of cybersecurity attacks against hospitals and 
healthcare providers? 

While it seems like hospitals and healthcare providers should be protected from 
cybersecurity attacks because of the humanitarian aspect of patient care, attacks 
unfortunately do occur and unfortunately also tend to be very costly while jeopardizing 
patient care. These cybersecurity attacks are often categorized as ransomware attacks. 
In 2020 a ransomware cyberattack against University Hospital Dusseldorf forced 
closure of the emergency department and thus resulted in delay of treatment of a stroke 
patient, likely causing her death—the first from a cyberattack against healthcare.1 A 
significantly larger scale ransomware attack occurred in May of 2021 against Scripps 
Health. The La Jolla, California-based healthcare delivery organization operates four 
hospitals as well as clinics and healthcare facilities in the San Diego metropolitan area.1 

This attack resulted in encryption and theft of patient and healthcare provider data, as 
well as loss of access to patient portals. This attack also affected medical devices 
connected to the hospital network, one such system was telemetry or vital sign 
monitoring.  It took weeks to fully restore services; overall the cyberattack cost Scripps 
Health $113 million.1, 2 

What is a ransomware attack? 

Ransomware is 
malicious software that 
encrypts files on the 
attackee’s storage and 
leaves a document or 
message asking for a 
sum of money to be 
paid through an online 
portal (sometimes in 
cryptocurrency) in 
exchange for 
decrypting the files. 
Ransomware usually 
enters the victim’s 
system through a 
phishing or a targeted 
spear-phishing attack through the organization’s email or web traffic.3 Two specific 
ransomware types,  which account for a significant share of reported attacks, are the 
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ransomware used in the Scripps Health attack discussed above—Conti and its 
predecessor, Ryuk.4 Conti/Ryuk ransomware was developed by threat groups with links 
to organized crime in Russia, Eastern Europe, and Eurasia—and has been implicated in 
attacks internationally.4-6 Ransomware attacks compromise data such as patient 
records, but can also compromise organization plans, project and staff information, after 
gaining access to the entirety of healthcare facilities’ networks forcing cessation of 
patient care, resulting in unwanted measures such as diverting ambulances to other 
hospitals in the region.1, 6 

What to do when a ransomware attack occurs? 

Ryuk first uses security testing tools such as Cobalt Strike or Powershell Empire to steal 
credentials from the victim network.4, 7 Ryuk then injects a malicious .dll file with read, 
write and execute permissions, Ryuk then follows with AES-256 encryption of files on 
the victim’s storage.  Encrypted files will bear the tag .HERMES and sometimes .ryk 
extensions or .UWTJF extension for Ryuk and Conti, respectively.6, 7 From incident 
reports, ransomware can begin encryption of files in under an hour after deployment of 
Cobalt Strike, furthermore using multithreaded encryption. Conti can finish encryption in 
under two hours.6, 8 Although promising new technologies such as AI-guided 
recognition of threat patterns hidden in files as well as Zero Trust Architecture could 
counteract ransomware in action, cybersecurity best practices against ransomware are 
to take preventive and recovery actions. 

To prevent cybersecurity attacks, organizations should patch operating systems, 
software, networking firmware and medical device firmware as soon as manufacturer 
updates are available.  Other recommended information security best practices include 
using unique passwords that are changed on a regular basis, using multifactor 
authentication, and regularly backing up critical files offline.7 

How do hospital network attacks affect medical devices? 

Medical devices are connected to the hospital network for multiple purposes: to 
connect multiple sensors and actuators across the patient’s body, to record and transmit 
data to practitioners, to monitor health status of and treat patients as well as to store 
and retrieve personal settings and log files for device operation. Medical devices can 
be connected through a wired LAN for stationary devices and wirelessly through WiFi, 
Bluetooth, or NFC for devices that move with the patient.  While hospital medical 
devices are required by HIPAA (45 CFR 164.514) to de-identify data transmitted and 
stored by medical devices, limiting a device to be only identified with the DI (Device 
Identifier) portion of the UDI (Unique Device Identifier), giving only the model 
information of the device, lessening the risk for personalized attacks,9 medical devices 
are still subject to denial-of-service (D-o-S) and improper functioning attacks.10 In the 
case of Scripps Health, while attackers were gaining control of the hospital network to 
encrypt data using Ryuk/Conti ransomware, they also performed a D-o-S attack against 
telemetry systems monitoring patient vital signs.1 Other connected medical devices 
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vulnerable to hospital network attacks are infusion pumps, dialysis machines, 
ventilators, anesthetic machines, Extracorporeal Membrane Oxygenation (ECMO), 
imaging devices including MRI & CT, medical lasers, robotic surgery, as well as 
implanted medical devices.10 

What are challenges facing complexly interconnected medical devices? 

The hospital network-medical device interaction contains the expected challenges faced 
in Internet-of-Things (IoT) environments, namely increasing interconnectedness and 
complexity forcing greater performance demands on data storage and analytics.11 

Healthcare Delivery Organizations often rely on cloud providers such as AWS, GCP or 
Azure to meet the substantial demands from medical device IoT. However, this also 
introduces new vulnerabilities inherent to transferring data to a remote cloud server. 
Cloud providers have recently begun addressing this security concern by changing 
architecture to include local containers that run some cloud services locally instead of 
running all services on the cloud, also known as edge or fog computing.12 

Are there standards and guidance documents for how manufacturers can include 
more cybersecurity in their devices? 

Yes, medical device connectivity is addressed in the Institute of Electrical and Electronic 
Engineers Standard (IEEE) 802 regarding local area networks, specifically IEEE 802.11 
for WiFi connected devices,13 and IEEE 802.15 for Wireless Personal Access Networks 
including IEEE 802.15.6 for Wireless Body Area Networks (WBAN) dealing with 
Implanted Medical Devices such as pacemakers, automated defibrillators and 
neurostimulators.14 These standards articulate with IEEE 11073 and other standards 
recognized by the U.S. Food and Drug Administration (FDA) to address medical device 
interoperability15 and associated cybersecurity concerns.16 Consistent with FDA 
guidances, compliance with cybersecurity requirements has been amended to become 
part of the Quality System Regulations (QSR) for Medical Devices.17 Such compliance 
is important to be in good standing for licensure in California as a medical device 
manufacturer,  and to market a device in California pursuant to the Health and Safety 
Code (HSC) 111635 a (2) and HSC 111260, respectively. 

Are there efforts to aid manufacturers to make developing software for medical 
devices more transparent? 

Yes, the FDA proposes that manufacturers disclose a “software bill of materials” 
(sBOM) detailing the sources of component software for software loaded on to their 
devices.18 This makes it easier over current guidances19 for developers to update 
software as vulnerabilities are found within component software, and helps ensure that 
cybersecurity threats for medical device products are addressed in a timely fashion 
throughout their life cycle. 

Are there resources documenting cybersecurity vulnerabilities as they are found? 
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Yes, the Common Vulnerabilities and Exposures (CVE) project20 is an effort by the 
cybersecurity corporation, MITRE, sponsored by the U.S. Department of Homeland 
Security (DHS) and the Cybersecurity and Infrastructure Security Agency (CISA), that 
documents cybersecurity threats as they are found.20, 21 The CVE is a searchable 
database that aggregates threat data against specific software components from 
numerous sources within the cybersecurity industry, and can be readily accessed at 
https://cve.mitre.org/. 
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